Centerfield

TECHNOLOGY

QZDASOINIT & QSQSRVR jobs:

Monitoring and auditing techniques

Mark Holm
Chief Technology Officer




DB2 for IBM i Centerfield
rrrrrrrrrr o

Agenda

* Monitoring and auditing — definitions and examples
* QZDASOINIT & QSQSRVR job structure
» Challenges
* Monitoring & auditing
—1Series Navigator

—IBM APIs, Commands, and Exit Points
— Centerfield Technology tools

« Comparison of approaches based on different goals
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Monitor and Audit definitions

» Monitor
—Permanent: Always on with low overhead (P-mon)
— Temporary: Higher overhead, only on when required
(T-mon)
» Audit

—Recording selected data to permanent storage from
P-mon sources

—Focus for this presentation will be on monitoring with
the idea that Auditing Is just captured information from
monitored jobs

enterfield Technology
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Why monitor or audit?

* Monitoring
— Diagnose functional problems when they occur
—ldentify and fix performance issues
— Early warning when something is wrong
» Auditing
— Security
—Regulatory compliance
— Historical analysis

Centerfield Technology
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ODBC

£

1Series * Java Toolbox JDBC driver

QZDASOINIT

* .Net
OLE DB
« ADO

MS Access
MS Excel
Windows App

e Java App
* iNav

** Stored Procedures

08 Centerfield Technology
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OSQSRVR

CLI(*) \

(ODBC) Job #1

Job #2

/

** CLI = Call Level Interface

08 Centerfield Technology
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Key challenges with Database Server jobs

* All of the issues with any job running SQL
—Unpredictable or slow performance
—High use of system resources

« All of the “delegation” issues which complicate
diagnostics and auditing — lack of visibility

—Who requested the work?

—What if the user closes their window or application?

— Multiple submissions of work

—"Connecting the Dots” — which jobs relate to each other

enterfield Technology
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Information of interest

* When did the QZDASOINIT or QSQSRVR job
become “active” (out of Prestart wait)?

*Who iIs currently connected to the job and requesting
work be done?

* How much CPU and I/O are the job consuming?
* What SQL statements have run and are running?

*Why Is a particular SQL statement running so long
and what can | do about it?

*1Is the QSQSRVR or QZDASOINIT job still connected
to a user?

enterfield Technology
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File Edit

Sl |

Yiew Help

p &

x | G Qo

114 minuktes old

Environment: My Connections

I Star: Server Jobs

Status: Active jobs

7 B Management Central (Star) |-
—- B My Connections

+|I Flash
#- | mMagic
= i star

|+|% Basic Operations
I—I% wWork Management

\% Active Jobs

: Server Jobs
|+|% Job Queuss
|+|% Qutput Queues
|+| Subsystems

TR Memory Pools
|+i|--- Zonfiguration and Se
w Mlebvanrk -
il ;FI
™

&) Install additional components

FY
Job Hame Current User | Detailed Status Server o
@& Jbvielnet Qkcp W aiting For time inkerval TELMET Server
= Qodaedrsgl Quser W aiting For select Extended Dwvnamic Remoke
& Oncmcimom Qsys W aiting For select CIM Object Manager
& Qypsiswr Qwpsjsvr W aiting For signal Management Cenkral Serwve
& Qzdasoinit Quser W' aiking For request Databasze Server Frereeen
L O zdasoinit Quser W aikting For requesk
& Qzdasrvsd Quser W aiting For select Database Server
& Qzdassinik Quser W' aiking for request Database Server
& Qzhosrwd Quser W aiting For seleck Data Queus Server
@& Qzhqgssry Quser ‘W aiting For request Data Queus Server
@& Qzhqgssry Quser W aiting For request Data Queues Server
& Qzlsfile Quser W' aiking for request iSeries MektServer 7
4

=i

lw
Add a connection

Oisplays the library-hased open Files For the selecked iobs,

_? View syskem operaktor messages

E Yiew system values

¥ “¥ Help For related tasks

B view system status
Monitor jobs

8 Centerfield Technology
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—nvironment: My Connections

I Star: Server Jobs

Status: Active jobs

+ @ Management Central {Star) Run| Thread
- My Connections Job Name Curent User | Detailled Status Server Priority Count
|+ I Flash & Qbvtelnet Qkcp “Waiting for time inkerval TELMET Server 20 1
"E*:' I Magic & Credaedrsgl Quser Waiting for select Extended Dynamic Remote SQL &0 1
El- I Star & Quacrncimonn Qsys Waiting for select CIM Object Manager 10 L
|+|% Basic Cperations & Qypsjsvr Qypsisvr Waiting for signal Management Central Server 10 24

Hm% work ﬂanagement & Czdasoinit Quser "Waiting For request Database Server 20 1

% Active Jabs & Qzdasoinit Quser Waiting for reguest Database Server 20 1

|+|% i:;vzzizzz & Qzdasrvsd Quser Waiting ur select Database Server 20 1

W 2 Output Queues R rzdassinit Quser Y aitig ;-'1r|rinr' = Database Server 20 1

| +| Subsystems & Qzhgsrwd Quser Waiti F'rnl:e I: n Data Queue Server 20 1

| +|® Memory Pools & Qzhgssry Quser Waiti ob Lo P Data Cueue Server 20 1

+- [ Configuration and Servi & Qzhgssry Quser "Waiti Detai 9 \ Data Queus Server 20 1
|+Iﬁ Mebwark @& Ozlsfile Quser Waiti Etals . izeries NetServer Z0 1

I+I--- ™ Intearated Server Admir | & Qalsfilet Quser Waiti  pepy iSeries NetServer 20 5
|4f-|-- Security @ Czlsserver Qpgmr Waitl  Hald... igeries NetServer 20 3
|+|“ Users and Groups & Czrsryvs rlb Walth  polesee Remote Command Server 20 1

|+|ﬁ Databases & Qzresrys Mih Waiki - Remate Command Server 20 1

|+|“*'—"B File Systems & Cerosrys rlh Waiti  0VE Remote Command Server 20 1

|f|“ Backup @ Crzrostvs b Waiti Delete/End... Remaote Command Server 20 1
=@ Application Developmen & Qzrcsrvs b Walti  properties Remate Command Server 20 1

& Qzresrys Mh Waitimrrormmerrerrar— Remate Command Server 20 1

i QErosrvs 1l Waiting for time interval Remote Command Jerver 20 1

& Qzrosrys Mh Waiting for kime interwval Remate Command Server 20 1

& Qzresrvs M Waiting For time inkerval Remote Command Server 20 1

& Qrrosrvs b Waiting for kime interwval Remate Command Server 20 1

i QErosrvs 1l Waiting for time interval Remote Command Jerver 20 1

/ | | LI @& MiPrrarws rlk W aikinn For Firne inkerwal Remnts Cammand Sereer 20N 1

shtork Management: basks

§7g Monitor system performance
B view system status

@. Monitor jobs

i add a connection

@ Install additional compaonents

_P View system operator messages

E View system values
¥ ¥ Help for related tasks

3 Centerfield Technology
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-nwironment: My Connections

| Star: Server Jobs

Status: Active jobs

+ (8% Management Central {Star) Bunl  Thiead
—-B§ My Connections Job Mame Current Usger | Detalled Status Server Pricrity Count
:fl I Flash @ Qivtelnet CQkep ‘i aiting For time inkerval TELMET Server 20 1
:*E‘| I Magic 8 Qudaedrsgl Quser ‘\Waiting For select Extended Dynamic Remote SOL 50 1
= ﬂ star @ Qyicmcinom Qsys \Waiting For select CIM Chiject Manager 10 5
;+|--%|'. Basic Operations : : . :
: @ Qupsjsvr Qypsisvr Waiting For signal Management Central Server 10 99
= % Work Management & Qzdasoinit Quser Wi aiting For request Database Server 20 1
~ % Active Jobs - " o - ST
5 1ab L} Dzd asoinit Morit queskt Database Server 1
, srver Jobs @ Qzdasrysd Quse F'r" ar.. et Database Server 20 1
-y Job Queves - Prinker Output
. @ Qzdassinit Quse quest Dakahase Server 20 1
|+,--]% Cutput Queues Jab Lag
. Subsvet @ Qzhgsrvd Quse -t FmboSeemen SErVEr 20 1
[+ @] Subsystems Call stack
| +;__€} Mermory Pools & Qzhgssry _ Library List SEerver 20 1
+- B Configuration and Servic @ Qzhgsstv Quse  feply _ Server 20 1
) Locked Objects
- Metwork @ (zlsfile QuUsE  Hald,,, open Fil , Erver 20 1
- . en Files
+- W) Integrated Server Admir | @ Qalsfilst Qusqy  Release T:re s eI Y er 20 5
-G8 Security @ Qzlsserver Qpar I ! e YEr 20 3
+ @ Users and Groups @ Qzrosrys iy e ransacton= mmand Server 20 1
:H--&Di Databases & Qzrcsrvs Mb | DeletefEnd... Elapsed Performance Statistics nmand Server 20 1
E+|--*'—"L-, File Systems & Qarcsrvs tih Properties _mmand Server 20 1
-+|" Backup @ Qzrostvs [ | nnand Server 20 1
+-@ Application Development & Qzrcsrys b W aiting For fime interval Remore Command Server 1 1
@ Qzrosrys Mk \Waiking For time inkerval Remote Command Server 20 i
& Qzrosrys b \Waiting For time interval Remate Command Server 20 1
@ Qzrosrys iy \Waiting For time inkeryval Remaote Command Server 20 1
@ Qzrcsrvs ralh \Waiking For time inkerval Remote Command Server 20 1
@ Qzrosrys Mih ‘W aiting For time interval Remote Command Server 20 1
@ Qzrostvs ][y] \Waiting For time inkerval Remote Command Server 20 1
4 | | Aﬂ [CRAF in=atls ik Wi aitinn For Hime inbareal R ermnbe mamrmand Serwear 2N 1

=hrork Management basks

i:-

i &dd a connection

@ 1nstall additional components

_? View syskem operator messages
E Wiew system values
¥ “? Help for related tasks

8 Centerfield Technology
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‘General’| metles | Collection Interval | Actions | Systems and Groups | Sharing
hName: o

Description: |

Jobs to monitor  Servers to monitor I

Available servers: Selecied servers:

DCE Cell Directory Services Clerk -] 1505 TCF Data 2Ver
DCE DatefTime Sernices

DCE Host Daermon Add --=
DHCF Server
Directary Servar Remove =--
Domain Mame System

Domino Server

Enterprise Identity Mapping (EIM)

Extended Dynamic Remote SCL

FTF Server

Graphical Debug Server

HTTP Server

i5/05 DDMIDRDA Server - TCPIIP Add custom server...
iB/08 Multimedia Systemn Facilities Senver

A0S Open List Server

inf0S5 Server Port Mapper

iA/0S TCP Central Server

ia/0S5 TCP Data Gueue Sermver

Both jobs and servers will be monitared.

Ok Cancel | Help |?

008 Centerfield Technology
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Available metrics:

=g Available Metrics
—a Joh Count

—af® Job Log Message
Job Status
= Job Mumeric Yalues
Logical 0 Rate
Disk D Hate
Communications O Rate
Transaction Rate

ZPU Percent Utilization
Threshald 1 I Threshold 2 |

Add —=

Remove =-

[

[¥ Enable tringer
Duration:

i5/0S trigger command:

[~ Enahle reset =
Ciuration:

5SS reset command:

10- percent busy

|
|

1= intervals

Metrics to maonitor:

Centerfield

TECHNOLOGY

.

General METFIES' Collection Inlewall ﬂ.t:tinns] Systems and Grnupsl Sharing|

etrirs

Job Mumeric Yalues

P Percent Litilization

IC.-'—HLL FGM{QGPLUHIGHCPLY PARM(SEJOBMAME

v | 1 33 percent busy

Prompt...

1 :I intervals

Frarmipt...

LL

008 Centerfield Technology
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ISeries Navigator Pros

Price is right (but not free!)

Much improved over a few years ago

Works well with any type of job

Integrated with Visual Explain

Fairly good database monitor collection facility
Shows current user

Centerfield Technology
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ISeries Navigator Cons

=Good functions to monitor jobs but no audit capability

=Generic, limited support of server job information
(missing many metrics)

=L ots of clicking to get to the data of interest
=Can be resource hungry (client and server)

= Still requires a fair amount of expertise to shoot DB
performance problems and prioritize solutions

*|s not the strategic tool for IBM to manage the i1Series

enterfield Technology
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APls — Work Management

* QUSRJOBI — Retrieve job information
— Information from WRKACTJOB + more

—Active job SQL information
* Current SQL
* Open cursors & SQL statement names
* Opens & pseudo open information
« Server mode (QSQSRVR mode) information — V5R4+

» Job notification exit point (QIBM_QWT _JOBNOTIFY)
—Not useful for ODBC
— Partially useful for CLI

enterfield Technology
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DB APIs & commands — Database management

« STRDBMON - SQL trace & performance collector

—Must be used with care & best with many filters (T-Mon
category)

—Not a good auditing alternative due to the overhead

* Memory resident monitor
— Start SQL database monitor - QQQSSDBM

—Lower overhead but not an auditing alternative
pecause It Is a summary not a detailed monitor

— Light-weight DB performance collection mechanism

enterfield Technology
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DB APIs & commands — Database management

* EXIt points
—ODBC init — QIBM_QZDA INIT
—ODBC request — QIBM_QZDA SQL2
—CLI connection - QIBM_QSQ_ CLI CONNECT
—Open database file exit point - QIBM_QDB_ OPEN

—Query Governor exit point -
QIBM_QQQ QUERY_GOVR
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APIl, Command, EXxIit point Pros

Almost anything can be monitored and captured for
QZDASOINIT and QSQSRVR jobs

- Job Metrics
- Connection information
- Individual requests

Pinpoint solutions can be developed for almost any
need.

Functions can be used for not only monitoring and
auditing purposes but for automated control.
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APIl, Command, Exit point Cons

=Fairly high degree of technical expertise required

=Some functions are dangerous to use without
experience (like exit points)

=Some techniques can be highly invasive and cause
performance issues

=Cost (time and resources) can be high to implement
solutions
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.7 insure/MONITOR - star62 M=

File Activity Options Charts  Tools  Window  Help

2s £ F & 8 T§5 B E S

=" insure/MONITOR users - All jobs BE B
w- EH-0- 8- @- B d
Job Mumber | Job User | Job Mame | TCF/P address | Femote Location Mame | |zer | InterfaceApplication | Last Operation W | 4
029054  AARON WOCLIENT 192.168.1.51 MLH-P2 MLH “ONE cloze C1 |
028305 QUSER *CIAFINDER LOCAL QAUSER “MOME WALES [CURREMT_TIMESTARMP JINTO : H
025639 QUSER Q505RYA “LOCAL OSECOFR  *MOME UPDATE OMGTC.QAYPSIDT SET MAME = 7, OWMER = 7, EIM_ID...
025404 O5YS QADESFW4 “LOCAL Qs5Ys “OME LUPDATE 05752 /SYSIHaDy SET LAST_ADVISED ...
025405 [5YS ADBSREY05 LOCAL [A5Y'S “MOME UFDATE QSYs52  MSYShkaaDy SET LAST_ADVISED ..
025524  QTCP ATVDEWICE *LOCAL ATCP Mot provided Telnet application using TCP zocket zignon for uger authentication
025525  QTCP AOTVDEWICE *LOCAL ATCP Mot provided Telnet application using TCP zocket zignon for uger authentication
028855  QUSER QZS051GM 192.1681.52 ELWIS-=P ELVIS Mat provided Socket gsignon: Retrieve signon for user profile ELVIS
028264  AAROM QPADEWOOOZ 192.168.1.150 AAROMN-PC AMROMN Mot provided STRSCOL COMMIT*MOME] MakING([*SY'S] PROCESS[*RUMN] LIBOP...
025636 QUSER QSLSAYA “LOCAL OSECOFR  *MOME SELECT S¥STEM_MAME, IPADDRESS, RELEASE_LEVEL, 05, CA...
025555 QUSER ASQSRYR “LOCAL ADIRSREY “MOME SELECT ENTRYDATA, EID, EMTRYSIZE FROM QUSRDIRDE.LDA. ..
027945 P 0 I QTCP “MOME SECECT DEFAOCT CEVECTHTO  H - HFROM UUSASTS . AT 0.,
N25628 : — = ODIRSAY  *MOME SELECT COUMT[*| FROM QUSRDIRDE.REFLSTATUS FOR FETL...
025638 View job ot QSECOFR  “NONE SELECT * FROM QMGTC2 QAYPSJET WHERE 7=7 AND [[STATU...
025640 View JOE server log fle b QSECOFR  “NONE SELECT * FROM GMGTC204YPSIES WHERE 7=7 &ND [[STATU...
025637 QUSER QSQSRYR Change job attributes [SECOFR *MOME SELECT *FROM OMGTC.OAYPSYSGRP “WHERE [ DwWMNER =" ..
028974  ELWIS QPADEVOODT | Change query attributes ELVIS Mat provided RUNGRY QR[] QRYFILE[HCENTERDEZ/XCIOBMAME *FIRST]IO...
<] | Hald job _'|-
» s ) AE
2028 %, [ | HIELE) B i B 353,280 025646 /QWEBQRYADM/WILWI 7
[ ] 1B Wisual Explain B 130,048 025790/0LWISVR/ADMIN2
2616 % O C] 102,400 025529 /0DTRSRYV/ODIRSRY
B Copy cel 81,992 025543 /0XPSISVR/OYPSISVR
0 view cell content 74,752 025454 /0USER/OZRCSRVS
17.01 % ] Customize 63,468 000000/05YS/SCPF
S ——— 26,624 027913 70SYS fO¥CMCTMOM
12.96 % 61,116 025646/ QWEBQRYADN /WOLWI 7 25,600 025669 /0TMHHTTP /LWL
SO0000 SRl g [ ] 57,965 025669 70THHHTTP fHULWILT 25,600 027933 70TMHHITP /APACHEDET
RUREEEE | 11 ) B 57,914 025408/0575/0PFRADI 22,528 025728 /0TMHHTTP /ADMIN
S00,000 el - O 492,697 Others . 1,671,168 Others
AU UL T11{152% '
100,000 L
0
027 SESIQUSERMCPC Cthers =
o ol

Centerfield Technology
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g | insurefMONITOR - star62

File Activity ©Options Charks  Tools  Window  Help

B £ &8T5 B F

g | insurefMOMITOR users - All jobs

R EH- B -8 W B

1 Jaob M ame | Murmber of ... | Murber of SOL Prepare/Describe Fiequestsl Murnber of 50... | Murmber of SOL Execute Hequestsl Feurnber of SOL Execute Immediate Fiequestsl f
QZ0ASOINIT 1] & a A 7
QZDASOIMIT 0 1 1] 1 1

L aa N i s L i 1
h S ] 1 ] ]
BEDET & & a & 1]
QZBSEYTHM 0 1] 1] 0 1]
AYUSCMCRMD 0 1] ] 1] 1]
AYUSALRKD 0 1] 1] 0 1]
OYPSPFRCOL 0 1] ] 1] 1]
OYPSJSYR 0 1] 1] 0 1]
Qv CrCIMOR 0 1] ] 1] 1]
O=<DAEDRSOL 0 1] 1] 0 1]
W CTJORBS 0 1] ] 1] 1]
oW CPIOBS 0 1] 1] 0 1]
QUSAWRE 0 1] 1] 0 1]
OTWTELMET 1] 1] 1] 0 1]
OTVDEWICE 0 1] 1] 0 1]
ﬂl e - - - - -
ol

B 353,280 025646 /0WEB(
B 130,048 025790/70LWIS

[]102,400 025529/0DIRS
Il f1 aqf NodRARA T SNVIPLE

1,113,292
[ |
]

02756 8 FOUSER fXCPC
204,311 02554 3S0YPSISVRSQYPEISVR
647,111 028296 FAAROH FXCPC

137 928 I IRTEINDECVMD INDMLCT O

008 Centerfield Technology
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g insure/MOMITOR - star62

Eile Activity Options Charts Tools  Window Help

2 £ &8T5 B@ S

g | insure/MONITOR users - All jobs

%-/5- 8- 8- -0 &

Job Marnne | Job Murber | Job User | Requester Job Mame W | Fequester Job ... | Requester Job .. | Last Operation
QSR5RVA 028556 QUSER R42350 MLH 0230596 gelect F1 from =COO00Z P
CISGSRVA 028561 GUSER F41540 kLH 023055
QSRsAYA 022559 QUSER F41540 0230595 gelect F1 from =COO00Z P
CISGSRVA 026627 QUSER YPSISYR YPSJSWYR 026643
QSRsAYA 026633 QUSER QvPSJSYR QvPSJSVRE 026643
CISGSRVA 02R632 QUSER YPSISYR YPSJSWYR 026643
QSRsAYA 025640 QUSER QvPSJSYR QvPSJSVRE 026643 SELECT *FROM QMGTCZ.04%YPS
QSR5RVA 026633 QUSER AvPSJSVR AvPSJSVRE 026643 SELECT *FROM QMGTCZ2 0AYPS
LISOSRYR 025637 LUSER LYPSJISWRE LYPSJISWVRE 026543 SELECT *FROM QMGTC O&YPSYS
QSR5RVA 026643 QUSER AvPSJSVR AvPSJSVRE 026643 IMSERT INTO QMGTC.OAYMNDTA [
LISOSRYR 025639 LUSER PSSR LYPSJSWVRE 028643 UPDATE UMGTC.Q&YPSJDT SET T
QSR5RVA 026641 QUSER AvPSJSVR AvPSJSVRE 026643 SELECT *FROM QMGTC OAYPSID
CISGSRVA 026636 QUSER YPSISYR YPSJSWYR 026643 SELECT * FROM QMGTC.OAYPSYS
QSRsAYA 026553 QUSER QDIRSREY QDIRSREY 026629
QSR5RAVA 026552 QUSER QDIRSREY QDIRSREY 026529
QSRsAYA 026554 QUSER QDIRSREY QDIRSREY 026629

+| I

ot Temporary Storage in KB (Total) T

. CPU Use in MS (Total) il =1

B 1,128,468 027568 /QUSERSXCPC
B 1,002,258 025543 /0YPSISVR/QYPSISVR

L[] 663,197 028296/ AARDHXCPC
B 130 145 N9TRTLINDCMD MNDWAST O

008 Centerfield Technology
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g insure/MONITOR - staré2

File Ackivicy Opkions Charts Tools  Window Help

2 £ & 8T & B F A

g | insure/MONITOR users - Active jobs only

2l
%-8-8-8-@- B
Show All Jobs ICP/IP addiess | Remoate Location Mame | User | Interfacedspplication | Last Operation
I 8 =1 = =1 e [0 | QAL QUSER “NOME
Shl:IW ':'I'IEWDr'ld 5':."5tE-'ITI -Ell'llj EI" QDEC Jl:ll:lS E D |:| -I |I:lI3EI""II:ISt u\ﬂjSJ Sl"."'H “NDNE
Shous Tinahhteeld |"‘|n|-:_.- h 1= T KLDEE'I'L MF‘DN “NDNE
W Show Active Jobs ':::'Fll':." | OCAL DPGMH *MOME
S o e "LOCAL LSYS *MOME
LPMASERY 027511 LPGMA "LOCAL LPGMA *MOME
WLLWIY 025544 LTMHHTTF fLOCAL QTMHHTTP “MOME
PwWaDFT 027343 LTMHHTTF fLOCAL QTMHHTTP “MOME
#CIAFINDER 024240 LSECOFR fLOCAL QSECOFR  “MOME INSERT INTO TIMEADWTBLWALUES [ H , CUR
GTSMTPCL.. 025803 GTCP SLOCAL QTCF *MOME

< I

. CPU Use in MS {Total) -|of x|

1,113,740 027568 F/QUSER FXCPC
294,573 025513 /0YPSISVRESOYPEISVR
627,583 028296 /ARROH XCPC
137,287 027573 /0PERSOFMACLCT

111,270 027574 f05YS FOYPSPFRCOL
EZ 070 N47RT1 INDEWD JNTWATFDAF

008 Centerfield Technology

= Temporary Storage in KB (Total)

025513 70¥1
B 15,360 0279437071
[J11,264 0242407051
B 7,168 0255344/70T1

(] 3,072 0296037QT«
M 2 a0 ndao2as SoOr

|
|
Ll
|
L]
[
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Edit insurefMONITOR Policies E |

— Prafiles — Time peniodz

|ahprofies = | ings [ || Time of day \
Ayvailable profiles Current praofiles ?;alrjtlj — I 1E;"'j59 — I EIT}' |
..... i MLH £ MLHUSH \ o o . 5

----- m MLHUSF
----- m MLHUSRZ wWhen

-l MBADMIN Who

I Add >y o << Remove | Edit time periods

Activity |.-'-‘u:|:|:|unting| Ser Whel’e

Tracking

v Log connection infarmation

¥ Record interface requests [activity] in joblog

What

ak, Cancel Apply

008 Centerfield Technology
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D insure/SECURITY - star62 - [Security Operation Detail by User]
ﬁ. File Tools Window Help

B R OB

X Tof 1+ P M EEF & = 0 #  Totalzr 100 27 of 27

Preview ‘

=+ Security Operation D O a 0perati0n Detail
SR N insure/Security

Print Date/Time: Ti50 210040680
MLH
Job Hame: QZDASQINIT Ioh Murber: 020070
73052008
25033 A T Operution ODBC al50
Dperation: CALL 05YS QCMDEXC)'QSYS/CHETOE IMQMS GRPY( *DFT) 0000000027 00000 |
2:50: 348 1 Dperation DODBC 6147
Operation: SELECT ORDLIMAL POSITION,DATA TYPE TYPESCHEMA, TYPEHAME DEOTP A5 TFIELD FR OM Q5WS2.8WAC OL T HE,

R T |

Operation:

BSR40 I

Operation:

BSR40 I

Operation:

BSR4 I

Operation:

ERERETA |

Operation :

F5:554 N

Operation :

F:50:504N

Operation :

R |

Operation:

10:00:17T 81

Operation:

10:00:17T 81

Operation :

10:00: 1280

Pt i -

QS¥S . QADEFLD WHERE TAELE MAME = 'CHG' AND TAELE SCHEMA = 'MLHE' AND SYSTEM_COLTUMN_HAME = DEFLD AND
STSTEM _TAELE SCHEMA = DEILIE AND SVSTEM _TAELE_NAME= DEFIL ORDER BY ORDIMAL _POSITION

Dperution ODBC A147
SELECT * FROM MLH.CH

Operation QDBC &150
CALL QEVS.QCMDEXC]'QEVE/CHGTOR M 0MS GRIV*DFTI 0000000027 00000 )

Operutioe ODBC a147
SELECT ORDIMAL_POSITION, DATA_TYPE, TYPESC HEMA, TYPENAME, DEITP AS TFIELD FROM QS V¥E2.S¥SC OLUBHE,
085 .QADEFLD WHERE TAELE HAME = 'CMT' AND TABLE S CHEMA = 'MLH' AND 3¥STEM _C OLUMN_HAME = DEIFLL AND
SYSTEM _TAELE SCHEMA = DEILIE AND SVSTEM _TAELE NAME= DEFIL ORDER BEY ORDIMAL _POSITION
Operution ODBC 4147
SELECT * FROM MLH.CMT

Operation CODBC al150
CALL Q5¥V5 QCHMDENC{'QSVE/CHGIOR IM QIS GREPV(*DFT)',0000000027 00000 )

Operution ODERC 6147
SELECT ORDIMAL_POSITION, DATA TYPE, TYPESC HEMA, TYPENAME DEITP AS JFIELD FROM Q5¥52.5¥5C OLUMHS,
Q5VS.QADEFLD WHERE TAELE HAME = 'CT' AND TAELE_SCHEMA = 'MLH' AMD S¥STEM_COLUMH_MAME= DEIFLD AND
STYSTEM _TABLE_SCHEMA = DEILIE AND 3YSTEM _TAELE_MAME= DEFIL ORDER BEY ORDINAL _POSITION

Operation CODBC 6147

SELECT *FROM MLH.CT
Operation QDB 6150

CALL QEWE QCMDENC ('CHETOE TORO2A07THQUSER/Q Z0 A5 OTNIT) QM S GREY( *D FT ¥, 000000005 1.00000 )
Opertion CDBC 6147

CALL QUME QZD GDE PLO & 00 500 L L LAY
Operation CODBC al150

CALL Q53¥V5 QCHMDEXC ('CHEOET OBTIQUAIRSVE/QATTGDE PHMD | ORTT YPE*FILEY, 0000000044 00000)
Operution CODBC alsn
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API, CL, Exits | Centerfield

Monitor QSQ* and
QZDA* performance
metrics

Alerts when
performance metrics
exceed limits

Collect SQL
performance data
based on user, job
name, IP @ etc.

Collect SQL
performance data
based on QSQSRVR
requester job

Launch Visual
Explain from job
view

Yes - Management
Central

Yes — Management
Central

Yes

No

Yes

Performance tools,
QPMLPFRD api

QPMLPFRD api,
Query Governor exit
point (not 100%)

STRDBMON
command

CLI exit point,
QUSRJOBI API

No — Technically
there is a Visual
Explain API but not
for general use

Yes — including just for
active jobs

Audit logs can be used
for notification via
triggers

Yes — but can collect for
multiple generic jobs, by
subsystem, group profile,
multiple IP @'’s,
scheduled time, etc.
Safety net to prevent
uncontrolled disk growth

Yes

Yes — both Centerfield
and Navigator
versions

terfield Technology
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Goal Nawgator |, CL, Exits | Centerfield

Monitor current QUSRJOBI api
users of QSQ* and
QZDA* (active

profile)
Put SQL statements g\[e ODBC request exit Yes — for
in joblog for point, QZDASOINIT jobs
diagnostics Query Governor
purposes exit point (CLI),

Open database file

exit point
ODBC flow No ODBC request exit Yes
information point
QSQSRVR job use g\ CLI open exit point, Yes — special tool
(requester job, QUSRJOBI provided on request
1I5/0OS user profile information for EnterpriseOne or
and EP1/OW user OneWorld accounts

profile)

Break ODBC into Partial — some gui  No See Centerfield
MRS PSS ISl some green-screen website for directions
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Record all SQL
statements
executed

Record connect and E\e
disconnect time

Record connection No
rejections

Job use and No
performance metrics

for QZDASOINIT

and QSQSRVR jobs

ODBC request exit  Yes — for

point, QZDASOINIT jobs
Query Governor

exit point (CLI)

ODBC init exit point Yes — for
QZDASOINIT jobs

ODBC init and/or Yes — for
request exit points  OZDASOINIT jobs

Performance tools, Yes
Performance
collector APIs

enterfield Technology
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Summary

* There are a variety of ways to gain greater insight into
QZDASOINIT and QSZSRVR jobs

* None are really “free” — your requirements, learning
curve, and vendor support should dictate which
options to use

* Each has strengths and weaknesses depending on
your requirements and skill level

Contact Centerfield if you have unique needs or
want to learn more!
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For further information or help

www.centerfieldtechnology.com
* Newsletter signup on home page
» E-mail: info@centerfieldtechnology.com

www.ilbm.com
 http://www-03.ibm.com/systems/i/software/db2/prod_admin.html

DB2 Publications
o http://publib.boulder.ibm.com/infocenter/iseries/vsr3/topic/rzaha/rzahgdb.htm
o http://publib.boulder.ibm.com/infocenter/iseries/vsr4/topic/rzaha/rzahgdb.htm

e http://publib.boulder.ibm.com/infocenter/systems/scope/i5os/index.|sp?topic=/
rzahg/icmain.htm
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Thanks for Coming!
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